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The IoT Vision
The IoT allows objects to be sensed or controlled remotely across a network
infrastructure, achieving more direct integration of the physical world into
computer-based systems, and resulting in improved efficiency and predictability.
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The IoT Vision – The Industrial IoT: The Quest for Autonomy

http://www.industrialinternetconsortium.org/

The IoT Vision – Current Limitations
 The requirements for autonomy and increasing integration cannot be met under
the current state of the art
 poor trustworthiness of infrastructures and systems e.g. impossibility to
guarantee safety and security;
 impossibility to guarantee response times in communication thus timeliness
which is essential for autonomous reactive systems;
 Integration of mixed-criticality systems is hard to achieve because critical
systems and best-effort systems are developed following two completely
different and diverging design paradigms;
 customization by software updates – Tesla cars software may be updated
on a monthly basis!

 Current critical systems standards do not allow any modification after
commercialization – trustworthiness is fully established at design time.
An aircraft is certified as a product that cannot be modified including all its
components even HW – aircraft makers purchase and store an advance
supply of the microprocessors that will run the software, sufficient to last for
the estimated 50 year production!

The IoT Vision – Facing the Challenge
 We need to reassess existing design methodologies in the light of the
emerging needs for autonomous adaptable systems
 understand the limitations to guaranteeing correctness of the designed
systems under the current state of the art ;
 identify relevant research avenues focusing on system design as a process
that leads from requirements to mixed HW/SW autonomous systems.
 Systems Engineering comes to a turning point
 Achieving trustworthiness for autonomous systems requires that we
radically change the way we design systems;
 Adaptive behavior becomes a must as it is impossible to predict all
possible mishaps and cope with them at design time.
 What can be reasonably expected from breakthroughs in AI?
 How can learning and use of knowledge about the designed system help
address new design issues?
 Can we assess safety and security for AI driven systems ?
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Rigorous System Design – Levels of Criticality

10-9

Safety critical: a failure
may be a catastrophic
threat to human lives

Security critical:
harmful
unauthorized
access

10-6
Mission critical: system availability is
essential for the proper running of an
organization or of a larger system

10-4

Best-effort: optimized use of resources for
an acceptable level of trustworthiness
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Rigorous System Design – Verification
 Verification seeks exhaustive and accountable exploration of system or
process models;
 In that respect, it is different from Testing – testing cannot guarantee
satisfaction of requirements!

Model
Should be:
 faithful e.g. whatever
property is satisfied
for the model holds
for the real
system/process
 generated
automatically from
system descriptions

Requirements

Verification
Method

YES, NO, DON’T KNOW

Should be:
 consistent
e.g. there exists
some model
satisfying them
 complete
e.g. they tightly
characterize the
system’s behavior

Rigorous System Design – Verification: Requirements
Formalization of reactive system requirements is problematic e.g. behavioral
competencies for self-driving cars (California PATH)
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to Speed Limit
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1.
Detect
and Respond
to Speed
Limit
Changes
and Speed Advisories

Perform High-Speed Merge (e.g., Freeway)
Perform Low-Speed Merge
Move Out of the Travel Lane and Park (e.g., to the Shoulder for Minimal Risk)
Detect and Respond to Encroaching Oncoming Vehicles
Detect
Passing
and No Passing
and Perform
Passing
6.
Detect
Passing
and NoZones
Passing
Zones
and Maneuvers
Perform Passing Maneuvers
Perform Car Following (Including Stop and Go)
Detect and Respond to Stopped Vehicles
Detect and Respond to Lane Changes
Detect and Respond to Static Obstacles in the Path of the Vehicle
Detect Traffic Signals and Stop/Yield Signs
Respond to Traffic Signals and Stop/Yield Signs
Navigate
Intersections
and Performand
TurnsPerform Turns
13.
Navigate
Intersections
Navigate Roundabouts
Navigate a Parking Lot and Locate Spaces
Detect and Respond to Access Restrictions (One-Way, No Turn, Ramps, etc.)
Detect and Respond to Work Zones and People Directing Traffic in Unplanned or Planned Events
MakeMake
Appropriate
Right-of-Way
Decisions
18.
Appropriate
Right-of-Way
Decisions
Follow Local and State Driving Laws
Follow Police/First Responder Controlling Traffic (Overriding or Acting as Traffic Control Device)
Follow Construction Zone Workers Controlling Traffic Patterns (Slow/Stop Sign Holders).
Respond to Citizens Directing Traffic After a Crash
Detect and Respond to Temporary Traffic Control Devices
Detect and Respond to Emergency Vehicles
Yield for Law Enforcement, EMT, Fire, and Other Emergency Vehicles at Intersections, Junctions, and Other Traffic
Controlled Situations
26. Yield to Pedestrians and Bicyclists at Intersections and Crosswalks
27. Provide Safe Distance From Vehicles, Pedestrians, Bicyclists on Side of the Road
Detect/Respond
Detours
and/or Other
Temporary
Changes in Traffic Patterns
28. 28.
Detect/Respond
to Detoursto
and/or
Other Temporary
Changes
in Traffic Patterns
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Rigorous System Design – Verification: Limitations
Machine learning techniques – viewed by many experts as the key to building
autonomous systems – cannot be verified.
So establishing their safety according to existing standards is problematic.
Neural networks
 are not developed based on requirements e.g. that specify how a dog looks
different from a cat
 instead, we are showing a whole bunch of pictures so they can learn just like a
human learns the differences between a cat and a dog.



furthermore the nature of the computation is not procedural -- learning software
cannot be verified as an algorithm.
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Rigorous System Design – The V-model

The V-model of the Systems Engineering Process, Source: Wikipedia
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Rigorous System Design – The V-model
The V-model of the traditional Systems Engineering process
1. Assumes that all the system requirements are initially known, can be clearly
formulated and understood.
2. Assumes that system development is top-down from a set of requirements.
Nonetheless, systems are never designed from scratch; they are built by
incrementally modifying existing systems and component reuse.
3. Considers that global system requirements can be broken down into requirements
satisfied by system components.
4. Relies mainly on correctness-by-checking (verification or testing).
Safety standards like ISO26262, require a V-model. Nonetheless,
 The V-model cannot be applied to machine-learning techniques;
 The V-model is not adopted by most software development methodologies e.g.
agile development which considers that coding and designing go hand in hand:
designs should be modified to reflect adjustments made to the requirements. So,
design ideas are shared and improved on during a project.
12
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Design Complexity
Vehicle
Platooning

Amazon

Active safety

Embedded

Next Generation
Air Traffic Control

Google Cars

Drones

Industry 4.0
Swarm
Robots

Streaming

Pacemaker

Transformational

COMPONENT TYPE

COMPLEXITY

CyberPhy

Agricultural
Robot

Human IoT

HIoT

Connected
Medical
Devices

Static

parametric

distributed

Data
Analytics

configurable

ARCHITECTURAL COMPLEXITY

Mobile
Services
mobile

self-organizing

Component Complexity – Cyber physical Systems
Response time

Arrival time
< latency

a

Function

f(a)

Functions, Methods e.g.
Client-server Systems

Stimulus

QoS

abcde

Streamer

a’b’c’d’e’

Streaming Systems
e.g. Encoders, Signal processing systems

Response
CPS Component

Embedded

Embedded

Force

Embedded Systems
e.g. Flight controller

Cyberphysical Systems
e.g. Self-driving cars

Component Complexity – Cyber physical Systems
ONCyber
CLOUD

Library
of
physical
Systems
– Industry 4.0
Components

Factory

Virtual
Prototype

Component Complexity – Cyber physical Systems

Multiscale multidomain integration of theories!
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Architecture Complexity
How much involved is the coordination between components?
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Uncertainty – Sources of Uncertainty
Systems must provide a service meeting given requirements in the presence of
uncertainty
 In the external environment





non deterministic behavior e.g. varying throughput, workload
attacks, malevolent actions
dynamically changing neighborhood for mobile systems
uncertainty of stimuli and inputs e.g. reduced by image recognition

 In the execution environment
 variability of HW due to manufacturing errors or aging
 varying execution times due to layering, caches, speculative
execution
 timing anomalies (decreasing performance for increasing platform
speed)
 uncertainty due to distributed execution (partial state, message losses)
 updates, reconfiguration, dynamically changing architecture

Uncertainty – Adaptive Systems
Non predictability of all bad situations due to inherent uncertainty in the design
process implies that it is impossible to guarantee at design time trustworthiness
and optimality of systems.
 One avenue is to try to make critical systems more predictable by reducing
intrinsic and estimated uncertainty
 Simplify HW architectures e.g. no caches, no out-of-order execution
 Enforce time-deterministic observable behavior e.g. time triggered systems
 The other avenue would be to integrate in designs adaptive monitoring and
control mechanisms. For example,
 To ensure security, early warning mechanisms based on machine learning
are used to detect abnormal situations e.g. intrusion, and take measures to
mitigate their effect.
 For systems integrating both critical and best effort services adaptive
controllers handle a sufficient amount of global resources to
1) satisfy first and foremost critical properties;
2) and secondarily, to handle optimally the available resources for best-effort
services.
Adaptive techniques find application in many areas including networks, data
mining, multimedia systems.

Learning
Objective Management
Planning
Mitigation

Action

SYSTEM

Adaptive techniques
need to be further
studied and improved:
 false positives,
 varying latency,
 costly learning and
data analysis,
 lack of theory to
assess their
dependability.

CONTROLLER

Adaptive systems
use control-based
techniques to ensure
correctness despite
unpredictable events
and hazards.

HW
failures
Varying ET

KNOWLEDGE

Uncertainty – Adaptive Controller

Stimuli

Security Threats
Varying Load
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Discussion – Standards for Autonomous Systems
 Safety standards such as ISO26262 and DO178B,
 allow a quality check of the development process and provide conclusive
evidence that the system can cope with any type of mishap that can cause
catastrophes.
 cannot handle machine learning software – the learning process is inductive
describing inferences from a finite sample of data to a generalization about
certain objects;
 have stringent predictability requirements that cannot be met due to
unmanageable uncertainty of IoT autonomous systems.
 Future autonomous systems will not be designed as classical critical systems
 We need rigorous novel design methodologies for open autonomous
interconnected systems involving embedded supercomputers, AI
algorithms and receiving updated data from the Cloud
 We need new trustworthiness assessment techniques and standards for
third party certification --- “How good is good enough ?
 Toward self-certified systems – this is already the case for automotive and
medical device industry

